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TOM TAT

Bai bdo nay d& xuit giai phap bao mat cho mang vo tuyén nhan thic dang phu c6 thu
thap ning luong. Giai phap ang dung nhidu nhan tao dé gay nhiéu tin hiéu thu tai thiét bi nghe
lén. Hi¢u ndng bao mét ctia mang nay duoc danh gia thong qua tiéu chi xac sut dirng bao mat.
Nhiéu két qua duoc cung cap dé rat ra nhitng hiéu biét su sic vé kha nang bao mat cua mang
nay khi (rng dung nhidu nhan tao, ma tir 46 xac dinh duoc cac thong sé ky thuat ti vu ¢& mang
duoc bao mat téi da. Pang chu v, truyén thong so cap/thir cip co thé dugc bao mat véi cac
mirc do khac nhau bang cach kiém soét linh hoat nhiéu thong s6 k thuat cua giai phap duoc
de xuat.

Tir khéa: Xac suat dirng bao mét, mang vo tuyén nhan thirc, thu thap ning lugng, nhidu nhan tao.

1. MO DPAU

Mang truyén thdng thé hé thir nam (Fifth Generation - 5G) cung cip mot luong lon cac
dich vu khong day méi ndi va do do, gy ap luc dang ké 1én co so ha ting vién thdng [1]. That
vay, mét trong nhirng dich vu quan trong ciia mang 5G la Internet van vét (Internet of Things -
l0T) duoc tng dung rong réi ter dan sy (vi du: cham soc suc khoe, giao thong, dién luc, an toan
cong cong, v.v.) dén quan sy (vi du: can cir thdng minh, trinh sat chién thuat, v.v.) [2]. Tuy nhién,
khi trién khai 10T, mot lwong 16n cac thiét bi duoc két nbi dong thoi sé& tiéu ton rat nhiéu ning
luong va do d6, can nang cao hiéu qua sir dung nang luong dé khong chi kéo dai tudi tho cua
céc thiét bi ma con giam thiéu nhu cau nang luong. Hon nita, IoT ciing can bing thong rong dé
phan bo cho hoat dong dong thoi ciia mot luong lon nguoi ding. Vi vay, trong tinh hinh thiéu
va khan hiém phé tan nhu hién nay thi cac giai phap nang cao hi¢u qua st dung phd tan can dugc
dé xuét. Tuong tu nhu IoT, thong tin di dong 5G phéi phuc vu s6 lwong 16n cac thiét bi di dong
va yéu cau toc do dir lidu ngay cang cao nén cling can céc giai phap st dung phd tan va ning
luong hiéu qua dé dap ang cac yéu cau do [3]. Ap lyc nhu vay c6 thé duoc giai toa bang cac giai
phép cong nghé hién dai c6 hiéu suat (nang luong, sir dung phd tan, phd) cao nhu sau.

Nguo’l ding nhan thirc (Cognitive User - CU), thuong hoat dong theo co ché phui, nén va
dan xen, c6 thé sit dung dai tan dugc cAp phép (Licensed Frequency Band - LFB) ciia ngudi
dung so cap (Primary User - PU) ma khdng gay hai cho viéc nhan tin hi¢u cua PU; do do, nang
cao dang ke hiéu suat pho va giam thiéu van dé khan hiém pho tan [4]. Trong co ché nén, CU
chi c6 quyen truy cap vao LFB néu CU giéi han cong suit can nhiéu gay ra tai PU & mac ¢6
thé chap nhan dugc. Cac CU 1am viéc trong co ché phu truy cap ddng thoi LFB véi PU nhung
c4c tiéu chi hiéu nang ciia PU van duoc duy tri hoic nang cao bang cac ky thuat xa ly tin hiéu
phtic tap. Nguoc lai, co ché dan xen chi dé lai bang thong trong ciia PU cho CUs truy cap.
Trong khi hau hét cac cong bd da nghién ctu su vé co ché nén va dan xen thi mot sb it cac

154



B&o mét trong mang vo tuyén nhén thic dang phd ¢ thu thgp ndng lrong

cong trinh da tap trung vao co ché phu. Vi co ché phu dat duoc twong nhuong tét hon vé hiéu
ning giita truyén thong so cap va truyén théng thir cip so véi cac co ché khac nén bai bao nay
tap trung vao co ché phu.

Céc giai phap kha thi ¢ cai thién hiéu suat nang luong cua mang truyén théng khong day
c6 thé duoc liét ké nhu quy hoach mang, giai phap phan ctng, thu thap ning lwong tan sé vo
tuyén, v.v. Trong s6 céc giai phap nay, thu thap ning luong tir tin hiéu RF khong doi hoi thiét
bi thu thap nang luong phic tap ciing nhu khong phu thude vao cac ngudn ning lwong bién
thién theo thoi gian. Nhimng wu diém nhu vay cua giai phap thu thap ning lwong nay lam cho
né tré thanh mot tmg vién sang gia duoc trién khai cho thiét bi c6 kich thudc nho trong thong
tin di dong 5G hoic IoT dé cung cip ning luong, kéo dai thoi gian sir dung va nang cao hiéu
suét str dung ning luong [5].

Mang v tuyén nhan thtic (ché d6 phu) thu thap ning lwong (Energy Harvesting Overlay-
based Cognitive Radio Network - EHON) c6 thé khai thac dong thoi cac loi thé cua ca hai
cong ngh¢ kha dung (thu thap nang luong va vo tuyen nhan thirc) dé dap ung cac tiéu chi thiét
ké khac nhau caa cac mang truyén thdng tién tién bao gom hiéu suit nang luong va phé cao
[6]. Tuy nhién, viéc ca nguoi dung thir cip va nguoi dung so cap trong cac mang nay duoc
phép truyén dong thoi trén LFB c6 thé tao didu kién cho nhitng thiét bi nghe Ién gia |ap nguoi
ding hop phap dé nghe Ién thong tin hop phép, tir d6 canh béo nghiém trong Vé CAC van dé
bao mat. Bé bd sung va nang cao hiéu ning bao mat cho céc giai phap ma hoa va mat ma théng
thuong thi bao mat 16p vat Iy (Physical Layer Security - PLS) gan day da ndi 1én nhu mét tng
vién day hta hen [7]. PLS c6 thé duoc trién khai véi nhiéu ki thuat bao gém chuyén tiép, gay
nhiéu, v.v. Trong sé cac ky thuat ndy, gay nhiéu (hozc tao ra nhidu nhan tao) da dwoc khai théc
rong réi nho viéc trién khai hiéu qua, don gian va linh hoat. Do d6, bai béo nay tao ra nhiéu
nhan tao trong EHON's dé bao mat thong tin cho ca ngudi ding so cip va ngudi dung tha cip.

Bai bao nay nghién ciru tac dong cia nhiéu nhan tao trong EHON, trong d6 may phat so
cap khong thé két ndi truc tiép véi may thu so cap trong mot sé truong hop (vi du: fading) va
do d6, may phat thir cip can hd tro truyén thong so cip dé ddi lay quyén duoc truy cap vao
LFB. May phét th cip hoat dong theo co ché khuéch dai va chuyén tiép (Amplify-and-
Forward - AF) thu thap ning lwong RF trong tin hiéu ciia may phat so cap va phét khong chi
tin hiéu riéng ma con ca tin hiéu cia may phat so cap va nhiéu nhan tao. Truyén thong cua
may phat thir cap bi nghe 1én bai thiét bi nghe Ién. Can luu ¥ rang trong khi hau hét cac cong
b da nghién ctu vé PLS d6i véi mang vo tuyén nhan thire (theo co ché dan xen hodc nén) thu
thap nang luong thi mot sd it cong trinh da chi ¥ dén co ché phii [4, 8-15]. Tuy nhién, tac dong
ctia nhiéu nhan tao trong EHON van chua dugc nghién ciu.

2. MANG VO TUYEN NHAN THUC DANG PHU CO THU THAP NANG LUQNG

2.1. M6 hinh hé théng

Hinh 1 minh hoa EHON, trong d6 cap may phat - may thu so cap, T - R, khong thé giao
tiép truc tiép véi nhau do fading, shadowing, v.v. Do d6, méay phét thir cip S, nam trong pham
vi pha séng caa T, ¢6 thé hd trg T bang cach chuyén tiép théng tin cua T dén R. Hon nira, S hoat
dong theo co ché phi, nghia 1a chuyén tiép thong tin cia T dén R dong thai vai truyén dit lidu
riéng dén may thu thir cap D. Truyén tin caa S bi nghe 1én bai thiét bi nghe 1én E (gia s rang E
khong thé nghe truc tiép tir T do mot sb nguyén nhan nhu bi che chin nghiém trong (strong
shadowing), T va E cach qué xa nhau, fading, v.v.). Dé giam thiéu kha ning nghe 1én cua E thi
S phét nhiéu nhan tao ctng théng tin caa T va S.
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ning
lwong

— — = Giai doan 1 kéo dai ar
——> Giai doan 2 kéo dai (1-0)t

Hinh 1. M hinh hé thdng

Hinh 1 ky higu hy),hy,, e, h 1 cic he s6 kénh truyén S—R, S—D, S—E, T—S. Bai
béo nay md hinh cac h¢ s6 kénh truyén nay lan luot 1a hy, ~ CN(0, 14,) hyy ~ CN(0, p4y),
h, ~CN(0, 1,) va h; ~ CN(0, 1,;). M hinh h¢ s6 kénh truyén nhu vay twong tng
vé6i kénh truyén fading Rayleigh. Tich hop suy hao duong truyén vao cac dic tinh kénh truyén
s¢ mo hinh 2, voi ae{p,s} va be{s,p,d,e} 1a 1, =d_/, trong d6 p 1a s6 mil suy
hao dudng truyén va d_, lakhoangcach a—Db.

Tong thoi gian truyén T dé ca T va S hoan tat qua trinh truyén dit ligu dén cac may thu
tuong tng bao gom hai giai doan nhu trong Hinh 1. Trong giai doan 1 kéo dai a7 vodi
a € (0,1) 1ahé sé phan chia thoi gian, T véi cong suat phét Py giri ky higu X, cho S dé thu thap
ning luong dya trén giao thirc phan chia cdng suat va khuéch dai tin hiéu cua T. Giao thic nhu
vay chia tin hiéu nhan duoc thanh hai phan: mot phan \/Zys (Y, latin hi¢u nhan duoc cua S va
Ae (O,l) la hé s6 phan chia cdng suat) dé thu thap nang lugng va phan khac v1— Ay, dé
khuéch dai tin hiéu cua T. Trong giai doan 2 kéo dai (1—ar)7, S phit di tin hiéu xép chong
cua ba tin hiéu: tin hiéu so cap duoc khuéch dai, tin hiéu tha cap va nhiu nhan tao.

2.2. M6 hinh tin hi¢u

Trong giai doan 1, S nhan duoc tin hiéu:
Y, =h,, /prp +N, (1)
trong d6 ang-ten thu caa S tao ra nhiéu n_ ~ CN(O, asz), P, 1a cong suét ciia may phat

SO cap, X, la tin hiéu phat ciia may phat so cap.
Dua vao Hinh 1, nang lugng thu thap dugc caa S la

E = 775{ \/Zys

trong d6 77 € (0,1) la hiéu suat chuyén do6i nang luong va Z{} 1a toan tir ky vong. Tur

2
}ar = 77/1(Ppgp5 + of)ar ~anAPg, (2)
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\ 2 ‘ |
phan nay, g, =|h_| ky hiéu d loi cong suat cua kénh truyén véi a e{p,s} va
be{s,p,d,e}.
Trong giai doan 2, S ¢4 cong suat phat Ia
E 3
P=— " AP (3)
STy e

trong d6 A = ani/(1 — o).
Mot trong nhimg dau vao ciia b¢ tao tin higu trong Hinh 1 13 §, =+/1— Ay, + A, trong
do n, ~ CN(O, 5'52) 1a nhiu do chuyén dbi tin hiéu thdng dai sang tin hiéu bang gdc. Thay

thé (1) vao ¥, taora

¥, =(1=2)P,h. X, +~1-An, +fi )

B9 tao tin hi¢u khuéch dai ¥, truoc khi két hop véi tin higu thi cap va nhiéu nhan tao.
Cu thé hon, b tao tin hi¢u tao ra tin hi¢u X, = By, + \/9(1— K)PX + \/(1— 0)P.x, , trong

d6 S 1a hé sb khuéch dai, 0 12 hé s phan bd cong suat cho tin hiéu mong muén va nhiéu nhan
tao va x 1a hé s phan bd cong suat cho tin hiéu thir cip va tin hiéu so cap, xs 1a ky hiéu cia S
va Xa 12 nhidu nhan tao. Hé sb khuéch dai g duoc xac dinh dé tdng cong suat cua S 1a Ps. Do
d6, cong suit dé khuéch dai tin hi¢u so cap 13 GxP, ma tir d6 A dugc cho boi

OxP, OxP, (5)

A= E{IY/SIZ} - \/(1—/1)Ppgps +(1-4)o! +6¢

Trong giai doan 2, c4c tin hiéu nhan dwoc lan luot tai R, D, E l1a
Y, =h X, +n,, y, =h X +ny, ¥, =h.X +n, (6)

trong d6 cac ang-ten thu cua R, D, E lan luot gay ra nhiéu np ~ CN(O,UE),
ny ~CN (0,07 ). n, ~CN(0,07).

S ¢4 tinh tao ra nhidu nhan tao x, dé chi lam giam kha nang nghe 1én cta E nhung khong
lam giam hiéu nang cua cac may thu hop phap (D, R). Viéc tao ra nhiéu nhan tao nhu vay c6
thé duoc thuc hién bang cach cho phép S chia sé X, véi D va R. Do d6, cac bo thu hop phép
(D, R) c6 thé tao lai chinh x4c nhidu nhan tao va loai b hoan toan né dé sau cung tin hiéu
khdng c6 nhidu nhan tao thu duogc tai R va D lan luot 12

yp = hspf(S +n,, Y, =hg X, +n, 7)

trong d6 X, = BY, +«/9(1—K) P.X,.

Thay ¥, & (4) vao X, va sau d6 thay X, vao (7), ta viét lai (7) nhu sau:

I, = (1= APy B, +hy JO(-K)RX, +h B(VI=an + ) +n, (@)
Vs = (1= 2)P, B, X, + 0y JO(1-K)Px, +hy B(NL=An, +A, ) +n, ©)
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ma tir d6, SINR dé khoi phuc x, tai R va Xs tai D 1an luot dugc cho bai
{ (1 /1) Pp hSpﬂhps p‘ }

o JO(L=K)Px, +hy, B(NL= AN, + )+, 2
_ (1_ /1) PpQSpgpsﬂz
9,,0(1- )P, +9,5° ([1— Aot + 5j)+ o’

| )
{‘ [T=2)P, B0, + 0y B(NI= 0, +1,)+n, |
B 0(1- k)P0

(1= 2)P0, 0B’ + 9 ([1- A]0? + 67 ) + o

Thay thé Ps ¢ (3) va B & (5) vao (10) va (11) va sau mot sb thao tac don gian hoa, ta rat
gon (10) va (11) nhu sau:

7p: {

} (10)

h, 9(1— K) P. X,

Vo=

(1]

} (11)

Ggsp

= 12
% Hg,, +J (12
G
Hg,, +J
~2
trong d6 B=O'SZ+ %s , jz(fj
1-1
G = OxAP; g5, (14)
H=0A|B+(1-«)Pg, |P.9, (15)
J=(Pg, +B)o? (16)
G=6(1-x)APg, (17)
H=6kAPg,, (18)
Thay (4) vao X, va sau d6 thay X, vao Ye & (6), ta viét lai (6) cho E nhu sau
Y. =hB(1-2)P.h x +h, / 1-x)P.X,
ﬁ p psTp ) (19)

+hseﬁ(\/—_nS + ns)+ hey/(1-0)P.x, +n,

Nhi€u nhan tao X, dwoc biét tai R, D va S dé bao V¢ Xs va X, nhung E khong biét X.. Do
d6, SINR tai E dé khdi phuc X, va X, lan lugt dugc suy ra tir (19) nhu sau
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2
=
= S
s

hy /0 (1-x)P,x

Ve =
E{hseﬂ\/ A)Ph X, Jrhseﬂ(\/l—}tns+ﬁs)+hSe (1—9)Psxa+nez} (20)
_ Ose ( _K)Ps
(1= 2)P, B0, + 9B (1-2)0? + 67 | +0,. (1-0)P, + 07
{hseﬁq/l 2)Ph, p‘}
Ve =
E{hse,/ﬁ(l—rc)Psxs+hseﬂ(\/l—/1ns+ﬁs)+hseﬂ/(1—0)Psxa+ne2; (21)

_ (1-2)R ﬂzgsegps
0.0(1- )P, + 9, [ (1- 1)o7 + 67 | +9, (1-0)P. + 07
Phuong trinh (20) va (21) cho thdy rang S ¢4 y tao ra luong cong suat nhidu nhan tao,
Oce (1— 9) P., dé gy nhiéu cho thiét bj nghe Ién. Do d¢, ting lwong cdng sut nhidu nhan tao

nay s& bao mat truyén théng cho xs va Xp.

Thay thé Ps trong (3) va S trong (5) thanh (20) va (21) va sau mét s6 thao tac don gian
hoa, ta rat gon (20) va (21) nhu sau

s G
7 == Oee _ (22)
Ug,, +J
g = @23)
Ug,, +J
trong d6
U=A|B+(1-0x)Pg, P, (24)
U=(1-0+6r)APg, (25)

vaol =0l =0’ = as =67 = N, duoc gia sir ma khong mét tinh tong quét.

Dung lugng kénh truyén cia D va R trong giai doan 2 lan luot dugc cho bgi
C, = (l— a) log (l+ V4 ) (26)
C, =(1-a)log(1+y,) 27)

trong d6 giai doan 2 kéo dai (1— )7 tao rahé sb truéc ham log 1a 1 - o. Tuong ty, dung
luong kénh truyén tai E dé giai ma x, va Xs trong giai doan 2 lan luot dugc suy ra la

Ce, =(1-a)log(1+77) (28)

Ce, =(1-a)log(1+77) (29)

Sy khéc biét vé dung luong giita R va E dé khoi phuc x, duoc dinh nghia 13 dung lugng
bao mat cho x,:
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- 1+y "
g, :(1—a){logl+yﬂ (30)

trong do [X]+ biéu thi max(x, 0).

Tuong tu, s khéc biét v& dung luong gitra D va E dé khoi phuc Xs 1a dung luong bao mét cho xs:

= 1+, i
C.=(1-a)|l d (31)
= a){ Ogl+7§}

2.3. Hiéu ning bao mat

Tiéu chi hi¢u nang quan trong dé danh gi4 hiéu ning bao mat cua truyén thdng khong
day la xac suat dung bao mét (Secrecy Outage Probability - SOP). SOP la xac suat ma dung
luong bao mat nho hon mic bao mat yéu cau Co.

SOP cho xp dugc dinh nghia la

0,(C,)=Pr{C, <C,} (32)

p

SOP cho xs duoc biéu dién nhu sau
O

S

(Co)=Pr{C,<C,} (33)

3. CAC KET QUA MINH HOQA

SOP cuaca truyén thong so cap va truyén thong thu cap trong EHON dugc danh gia theo cdc
thdng so6 k¥ thuat quan trong. Vi muc dich minh hoa nén mét so6 théng so6 ki thuat dugc chon ngau

nhién nhu may thu so cap R tai (0.4, —0.2), may phat so cap T tai(—0.2, 0.2) , thiét bi nghe

lén E tai (0.5,—0.1), may thu thir cdp D tai (0.5, 0.0), may phat thur cp S tai(d, 0.0), hicu
suat chuyén ddi ning luong 77 = 0.9, s6 mii suy hao duong truyén p = 3. Hon nita, nhiing
hinh sau day duoc tao ra véi tap hop cac thong sb ky thuat (ty so cong suat phat so cap trén nhidu
P, =N, =10 dB, d =0.0, h¢ s phan chia cong suat 4 = 0.6, h¢ s6 phan b6 cng suat cho
tin hiéu so cap va tin hiéu thir cap & = 0.6, hé s6 phan bd cong suat cho tin hiéu mong mudn va
nhiéu nhan tao @ = 0.7, mtic bao mat myc tiéu C, = 0.1 bits/s/Hz, h¢ s phan chia thoi gian
a= 0.4) trir khi c6 truong hop dac biét. M6 phéng Monte-Carlo duoc dung dé tao ra tat ca céc két
qua trong phan nay vaéi s6 lan hién thuc (realization) 1a 10°.

10 " : T S ——
Prima 1
- - - - Secondary| Primary !
- - = = Secondary :
'
o |
810ﬁ K
1 ,l
109 5 10 15 10561 0.2 03 04 05 06 07 08 09
F/N (dB) 0
Hinh 2. SOP theo Pp/No Hinh 3. SOP theo 6
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Hinh 2 bi¢u dién SOP theo P, / Ny . Hinh ndy cho thdy ring hi¢u nang bao mat ty 1
thuan véi B, / N, . Két qua nay dugc giai thich nhu sau. Tang P,/ N, tao diéu kién cho S

thu thap thém nang luong tr T va do do, 1am tang SINR trong giai doan 2 va giam SOP. Hon
nita, hiu nang bao mat cua truyen thong so cap tot hon hiéu nang bao mat cua truyen thong
thir cap. Dieu nay la do trong tong lwong cong suat 6Ps duge danh de truyen di liéu hop phap
thi S phén b6 60% (x = 0.6) luong nay dé khuéch dai va chuyén tiép tin hiéu so cap va 40%
(1-x=0.4 ) aé gui dir liéu tht cap.

Hinh 3 cho thay SOP theo 6. Hinh nay cho thay rang hiéu ndng bao mat cua ca truyén
thong thu Cap va truyén thong so cap dugc ti da & cac gia tri t6i wu ctia 6, ma can bang cong
suit phat cho cac thong diép (so cap va thtr Cap) hop phéap va nhiéu nhan tao. Ngoal ra, hiéu
nang bao mat t6t nhat cua truyen thong so cip cao hon so vai truyén thong thi cap. Dleu nay
c6 thé duoc hiéu tir thuc té rang « = 0.6 s& phan b nhiéu niang lugng hon dé S truyén thong
diép cua T so véi truyén thong diép cua S.

10 . — - —
Primary
- - = = Secondar

’
1
1
1
]
1
1

102

06 065 0.7 075 0.8 085 09 095 1
&

Hinh 4. SOP theo «

Hinh 4 minh hoa SOP theo . Céc két qua cho thiy rang ting x nang cao hiéu ning bao
m4t cua truyén thong so cap (nghia 1a O, giam) trong khi lam giam higu ning cua truyén
thong thir cdp (nghia 1a O, tang). Diéu nay la hién nhién vi « biéu dién phan trim cong suat
phét ciia S duoc phan b cho tin higu cua T trong khi 1— k& twong trung cho phan trim cong
suét phat cia S dugc phan bo cho tin higu cia S. Do do, tang « lam giam O, nhung lai lam
tang O, . Hon nita, truyén thong thir cap ludn ding hoat dong ddi véi mot s6 pham vi nao d6
cua x. Vi du: O, =1 khi ¥ > 0.75 nhu trong Hinh 4. Diéu nay dwoc hiéu nhu sau. x 16n co

nghia 1 phan trim cong suat phat cta S dugc phan bo cho tin hi¢u cua S 1a nho va do do, D
nhan dugc it nang lugng hon dé giai ma thong tin cua S, dan dén sy kién dung hoat dong.

10 T T
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O 10!
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Hinh 5 biéu dién SOP theo « véi « = 0.7. Hinh nay cho thay ring kha ning bao mat cua
ca truyén thong thir cap va truyén thong so cap duoc ti da véi su lra chon téi wu cua . Gia
tri toi wu ctia a ma lam téi thiéu SOP duoc xac dinh va duoc giai thich twong ty nhu cac hinh
trude. Hon nita, ca truyén théng thir cap va truyén thong so cap bi dirng hoan toan vai gia tri
lon cua e Vi du: 0> 0.87 gay ra O, = 1. biéu nay la do gia trj I6n ciia o lam giam déng ké
dung lurgng bao mat trong giai doan 2, gay ra su kién dirng bao mat.

Hinh 6 minh hoa SOP theo /. Cac két qua cho thdy rang ting A s& cai thién kha ning bao
mat cua truyén thong thir cap. Nguyén nhan 1a do tang A lam ting ning luong thu thap nhung
lai 1am giam cong suat phat tin hiéu cua T trong tin hi¢u thu tai S truéc khi khuéch dai tin hiéu
cua T; do do, cong suit dé truyén dit liéu cua S cao hon trong giai doan 2, ma sau cung lam
giam O,. Tuy nhién, 1 c6 thé dugc chon mot cach hop 1y dé téi wu hidu nang bao mat cia

truyén thong so cap. A tdi vu ma lam cho (’)p t6i thiéu la dé can bang giira nang luong thu thap

dugc va cdng suét phat tin hiéu ctia T trong tin higu thu tai S. Ngoai ra, higu nang bao mat tot
nhat caa truyén thong so cap cao hon so vai truyén thdng thir cap la do « = 0.6. Pay la nhan
xét twong tu duoc rat ra tr cac hinh trudce do.

4. KET LUAN

Bai bao nay da nghién ctru EHON, trong d6 mdy phat thir Cap hoat dong theo co ché khuéch
dai va chuyén tlep nham chuyen tiép tin hiéu cuia may phat so cip ciing nhu truyen tin hiéu riéng.
May phat thir cap tu cung cap nang luong bang cach thu thap nang luong RF va tu bao mat théng
tin so cap va théng tin tha cap chong lai nhiing thiét bi nghe I1én bang céch tao ra nhiéu nhan tao.
Hiéu nang bao mat caa ca truyen thong thir cap va truyen thong so cap dugc danh gia thong qua
tiéu chi quan trong SOP. Nhiéu két qua duoc cung cap dé hiéu 10 hon vé anh huéng cua nhidu
nhan tao dol voi higu nang bao mat cua EHON theo cac thong sb ky thuét quan trong. Ngoai ra,
cac thong sb k¥ thuat ti wu da duoc tim thay thong qua cac tim kiém toan dién. Cac thong sb
k¥ thuat tdi wu nay dong vai tro quan trong trong huéng dan thiét ké hé thong.
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ABSTRACT

SECURITY IN ENERGY HARVESTING OVERLAY-BASED COGNITIVE RADIO

NETWORKS

Tran Trong Hieu", Le Thanh Toi*, Ho Van Khuong?
'Ho Chi Minh City University of Food Industry

2Ho Chi Minh City University of Technology
*Email: hieutt@hufi.edu.vn

This paper proposes a security solution for an energy harvesting overlay-based cognitive
radio network. The solution applies artificial noise to jam the received signal at the
eavesdropper. The security performance of this network is evaluated through the secrecy
outage probability. Multiple results are provided to derive insights into the security of this
network when artificial noise is applied, thereby determining optimum system parameters for
maximum network security. Remarkably, primary/secondary communications can be secured
at different levels by dynamically adjusting many system parameters of the proposed solution.

Keywords: Secrecy outage probability, cognitive radio network, energy harvesting, artificial noise.
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