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TOM TAT

Trong nghién ctru ndy, nhom tac gia dé xuit mot phuong phap phat hién bét thuong dé
canh bao tin cong mang bang cach sir dung bo cong cu Elastic Stack thu thap va phan tich di
liéu log cua cac wng dung; sau d6 tng dung hoc may va thuat toan PCA dé phat hién cac hanh
vi, ddu hiéu, cac diém bat thuong trong dit liéu log, tir d6 du doan cac hanh dong cua nguoi
dung trén cac ung dung la hanh dong tan céng, xam nhap trai phép hay 1a hanh dong truy cap
binh thudng; ddng thoi ciing so sanh két qua canh bo cia phuong phap dé& xuit vai ky thuat
hoc may Elastic dang dugc su dung trong bo cong cu Elastic Stack.

Tir khéa: PCA, phéat hién bét thuong, tin cong.

1. MO PAU

Phat hién sy bat thuong 1a dé giai quyét van dé caa viéc tim kiém cac mau trong dit lidu
khong pht hop véi hanh vi mong doi. Nhitng mau khéng phi hop nay thuong duoc goi 13 bat
thudng, ngoai 18, bat ngd, dic thu, v.v. Phat hién bat thuong duoc sir dung rong réi trong nhiéu
linh vuc nhu: y té, ching khoén, tai chinh, an ninh mang, quan su, v.v.; vi du: mot mau luu
luong bt thuong trong mot hé théng mang may tinh ¢6 nghia rang mét tin tic dang tan cong
va gui dit liéu nhay cam dén mot diém ma khong dugc phép, cac bat thuong trong dit liéu giao
dich thé tin dung c6 thé cho phép nhan dang hanh vi trom cap [2].

Trong bai bao nay, nhém tac gia da sir dung bo cong cu ELK Stack (Beat, Logstash,
Elastic Search, Kibana) [1] dé thu thap va phan tich data log cua cac services; phat hién dau
hiéu bat thuong bang cach sir dung ky thuat Dimensionality Reduction (DR); theo ddi, du
doan, phat hién va canh bao cac hanh vi, diém, dau hiéu bat thuong trong cac file log, traffic
vao ra hé thdng, cac hanh dong xam nhap trai phép hay cac hanh dong truy cap hop phép trong
qua trinh hoat dong cua hé théng bang thuat toan Principal Component Analysis (PCA).

2.COSOLY THUYET
2.1. Khai niém vé phat hién bat thwong

Phat hién sy bat thuong (Anomaly Detection) 1a xac dinh céc su kién, mau khac biét dang
ké so véi cac hanh vi hoic khudén mau tiéu chuan. Cac di thuong trong dit liéu con duoc goi
1a d6 léch chuan, gia trj ngoai 18, nhiéu, vat la, v.v. Trong bdi canh phéat hién bat thuong mang
hoac x&m nhap mang va phat hién lam dung thi 2 thuat ngit duoc st dung phd bién 1a bt
thudng va ngoai lé. Vi du: cac hoat dong lam ting luu lugng mang dot bién thuong dang chi
y, mic di mot hoat dong tang dot bién nhu vay c6 thé nam ngoai nhiéu ky thuat phét hién bat
thuong truyén thdng; mot mau luu luong bat thudng trong mot hé théng mang may tinh cé
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nghia rang mat tin tic dang tin cong va gui dit liéu nhay cam dén mot diém ma khong dugc
phép [2].

2.2. C4c phwong phap phat hi¢n bat thwong

2.2.1. Phirong phdp dya trén dau hiéu

Dau hiéu 1a nhing dic trung khi hé thong bi virus, tan cong, xam nhap trai phép, v.v. da
dugc théng ké dugc trong qua trinh hé théng van hanh va duoc luu lai. Hé thdng sé trién khai
so sanh gitra cac dir liéu da thu thap voi cac dau hiéu khi phét hién xam nhap duoc luu trit
trong co s di liéu cia hé thong xét xem hanh dong dang dwoc dién ra d6 13 an toan hay khong
an toan.

K§ thuat nay don gian hiéu qua trong céc truong hop da ting gap cac mbi de doa va da
duogc luu trir trong co so dit liéu caa hé thong nhung khong hiéu qua trong nhimg truong hop
chua gip phai bao gio. Pay ciing 1a mat han ché cua phuong phép nay, nén rat it dung trong
m6 hinh mang 16n hay giao thtc tng dung vi khdng thé theo ddi bao quét hét cac thanh phan
c6 trong hé théng va co do tin cay thap.
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Hinh 1. M6 ta ddu hiéu xam nhap

2.2.2. Phéat hién dya vao hanh dong

K§ thuat phat hién dya vao bit thuong 1a qua trinh tdng hop cac hanh dong thong thudng
trong mot khoang thoi gian tir nhiéu dbi tugng nhu nhitng nguoi ding, may chu, két ndi mang
hay c4c dich vu tao thanh ho so thong tin dé miéu ta hanh dong binh thuong sau do6 so sanh
véi céac su kién dién ra trén hé thon dé phét hién binh thuong hay bat thuong. Phuong phap
nay c6 d6 chinh xac cao khi mot hé thong phét hién bat thuong duoc thiét 1ap trong hé thong
va da c6 thoi gian van hanh dai dé trién khai phan tich hodc hoc tat ca cac hanh dong binh
thuong cua hé théng.

2.2.3. Phuong phadp phat hién dya trén mo hinh

Phuong phap phat hién dya trén mé hinh &p dung cac ki thuat, phuong phap hoc may; tri
tué nhan tao; md hinh str dung céc thuat toan dé phét hién ra céc thoi diém binh thuong hay
bat binh thuong, trién khai cac qui luat phat hién tan cong mot cach tu dong tir cac co so dir
liéu m0 phong. Phuong phép nay dugc sir dung rong réi trong cac hé thong du doan, phat hién
c4c cudc tan cong hay xam nhép trai phép ké ca cii hay mai tuy nhién nhiéu IGc né c6 thé dwa
ra cac canh bao nham so vai hai phuong phép trén.

2.2.4. Ky thugt phét hi¢n dya vao phan tich trgng thai giao thuc

Hién nay, cac ké tan cong thuong thong qua cac giao thuc mang dé tan coéng hay xam
nhap bat hop phép vao hé thong. M&i giao thirc diéu cd cau tric va cach hoat dong riéng biét,
ky thuat phat hién dua vao phan tich trang thi giao thirc stir dung céc di liéu hoat dong hop 1€
cua giao thuc c6 sin trong hé thong dé xem xét c6 hanh vi tin cong dang xay ra hay khong.
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Han ché cta phuong phap nay tap trung dir ligu, boi vi phal phan tich va thyc hi¢n giam sat
trang thai hoat dong cho nhiéu phién lam viéc cung IGc; con mot van dé nita 1a phuong phap
nay khong thé phat hién cac cudc tin cong c6 dau hiéu dat trung nhu cac phuong phap trén
béi vi giao thirc thira nhan day 1a cac hanh vi thong thuong, vi du: thuc hién 1ap di 18p lai hanh
dong binh thuong nhiéu lan trong mot khoang thoi gian ngan nhu tan cdng tir chdi dich vu.
Mic khac cd thé xay ra xung dot giita giao thirc hé théng va giao thirc hién cé trong mang [2].

2.3. Thuat toan Principal Component Analysis (PCA)

PCA la thuat toan phan tich da bién duya trén cac véc to dic trung. Day 1a phuong phap
thdng ké dung chuyén dbi truc giao dé di chuyén toa d6 n gbc cua tap di lidu dén toa do m
mai (m <n) [3]. PCA luén luén tim thay véc to truc giao n ngoai tap di liéu theo chiéu n.
Nhitng véc to d6 la véc to riéng ctia ma tran hiép phuwong sai va tap con cua véc to m ma cd
thé bao pha hau hét cac bién trong tap di liéu, két qua 1a giam kich thudc tir n sang m. Mac
khac, PCA hudng dén tao tap dir liéu thanh khong gian con méi kich thudc nho hon véi phuong
sai tbi da. PCA dugc st dung rong rai trong nhiéu tng dung, tir phat hi¢n bat thuong dén du
doan tin cdng. Muc dich chinh ciia PCA c6 kha ning chiéu cac quan sat dwgc mo ta bai cac
bién thé P véi it hon cac thanh phan truc giao N [4]. Dé c6 céi nhin truc quan hon, chung ta
cung theo doi Hinh dudi day

Hinh 2. PCA duéi géc nhin thdng ké [5]

Trong khong gian ban dau tai hinh 2 véi cac vector co s¢ mau den el,e2, phuong sai theo
mdi chiéu dir liéu déu Ién. Trong khong gian méi vai cac vector co so mau d6 ul,u2, phuong
sai theo chiéu thir hai 02 rét nho so véi 62. Biéu nay nghia la khi chiéu dir liéu 1én u2 ta dugc
cac diém rat gan nhau va gan véi ky vong theo chiéu do. Trong truong hop nay, Ky vong theo
moi chiéu bang 0 nén ta c6 thé thay thé toa do theo chleu u2 bang 0. R@ rang la néu di li¢u co
phuong sai cang nho theo mét chiéu nao d6 thi khi xap xi chiéu 6 bang mét hang sd, sai s6
xay ra cang nho. PCA thyc chat 1a di tim mot phép xoay twong tng voi mot ma tran truc giao
sao cho trong hé toa do méi, ton tai cac chidu co phuong sai nho ma ta c6 thé bo qua; ta chi
can giir lai cac chiéu/thanh phan khéc quan trong hon.

Nghién ctru ndy nay tap trung vao phét hién bat thuong tir cac dit liéu log. sir dung PCA
dé tach biét cac mau lap lai trong cic véc to dic trung, bang cach d6 cac mau cé thong diép
bat thuong dé dang phét hién hon. Véi PCA dé nam bit phuong sai dang va tranh két qua léch,
dir liéu ban dau phai duoc diéu chinh sao cho trung binh cong cua tat ca cac diém dir liéu bang
0. Sau khi di liéu da duoc chuan hoa, ma tran hiép phuong sai ¢ thé dugc tinh toan. Ma tran hiép
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phuong sai 1a mot ma tran ddi ximg. Néu ban tinh hiép phuong sai giita mot chiéu va chinh né,
ban s& c6 dwoc phuong sai. Vi du néu ban cd mét tap dit liéu 3 chiéu (x,y,z), sau d6 ban c6 thé do
duoc hiép phuong sai giira chiéu x va y, chiéu x va z va chiéu y va z. Do hiép phuong sai giira X
va x, hoic y vay, hoic z va z s& cung cp cho ban phuong sai ciia chiéu x, 20 y va z twong @ng.
MGt tap dit lidu 3 chidu x, y, z c6 thé thu duoc ma tran hiép phuong sai sau:

cov(x,x) cov(x,y) cov(x,z)

C=|cov(y,x) cov(y,y) cov(y z)
cov(z,x) cov(z,y) cov(zz)

Hiép phuong sai 1a d6 do sy bién thién ciing nhau cua hai bién ngau nhién. Giai thich mot
cach don gian d6 1a néu hiép phuong sai cua chiéu x va y 1a duong, n6 cho biét gié tri cua cac
chiéu do ting cung nhau (nghia 13, khi mét bién c6 gia tri cao hon gia tri ky vong thi bién kia
¢6 xu hudng cling cao hon gié tri ky vong). Méc khéc, néu hiép phuong sai cua X vay co gla
tri am, thi n6 cho biét gla tri chiéu x nam trén gia tri ki vong con chiéu y ¢6 xu huéng nam
dudi gia tri ki vong. Néu gié tri hiép phuong sai bing 0, nghia 1a gia tri x va y doc 1ap véi
nhau. V6i ma tran hiép phuong sai n chiéu chung ta thu duoc trong budc cudi cing, cac véc
to riéng n c6 thé dugc suy ra tir d6. Mot véc to riéng v ciia ma tran hiép phuong sai T thoa
man phuong trinh sau:

T(v)=Av

N6i theo cach khac, xac dinh mot ma tran bién dbi T, ¢d tn tai véc to v khong ddi phwong
huéng sau khi &p dung bai T. Bién d6i T c6 ty 1& véc to v khong dbi bang mot s6 lugng A. Sb
lugng X trong trudng hop nay goi la gia tri riéng. Vi mot ma tran N x N, fudn ludn ton tai n
véc to rleng, u:ng véi moi tri riéng cia no N céc véc to rleng vudng gbc vai nhau vi vay véi
mot phép bién d6i thich hop bo dir lieu gbc c6 thé duoc chiéu trén cac chiéu dit liéu méi. Cac
gia tri riéng twrong tng Vai mdi véc to riéng cho biét s6 luong véc to riéng dac tru'ng cua dir
liéu hoic c¢6 bao nhiéu phuong sai cua dit lidu ma véc to riéng 1é dwoc gitr lai. Két qua 13, sau
khi phan loai tit ca cac véc to riéng dwa trén gid tri riéng cua ching, né c6 kha ning phat hién
ra rang c6 nhirng véc to riéng giit lai hau hét phuong sai dit liéu (céc gié tri riéng I6n nhat) va
cac véc to riéng khac giir lai rat it phuong sai dir lidu (c4c gia tri riéng rat nho). Cudi cing, véi
muc dich 1a giam chiéu dix lidu, ching ta c6 thé giir lai cac véc to riéng co gia tri riéng 16n
nhat, cac chiéu quan trong nhat va ké mot duong thang di liéu gc dua trén trén cac véc to
riéng da chon. Hinh anh 3 duéi day 1a minh hoa giam chiéu bang cach ap dung PCA véi 5
diém dir liéu trong khong gian 2 chiéu, sau khi 4p dung PCA, trén mot chiéu pcl, chiéu pc2 bi
loai bo do no it quan trong [6].

1o Tép dir licu g0c i Sau khi ip dung PCA
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Hinh 3. Ap dung PCA trén dit liéu 2 chidu dé giam xudng con 1 chiéu
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Sau khi xac dinh vi tri cc thanh phan chinh, ching ta s& tach tap dix liéu géc ra thanh 02
khong gian con: cac diém dit liéu binh thuong ‘normal’ thuong nam gan mat khdng gian con
nao dé duoc tao ra boi cac thanh phan chinh, trong khi cac diém dit liéu ‘abnormal’ bat thuong,
khéc biét véi cac diém dit liéu binh thuong ‘normal’ dwoc tao ra bai cac thanh phan quan trong
khéc, tirc ndm xa khong gian con d6. Hon nira, vi 1a ‘abnormal’ nén s6 luong cac su kién thuoc
loai nay 14 rit nho so vai ‘normal’. Nhu vay, ching ta c6 thé 4p dung PCA trén toan bo dit liéu
de tim ra cac thanh phan chinh caa dit lidu, tir d6 suy ra khong gian con ma cac diém ‘normal’
nam gan. Viéc xac dinh mot diém 13 ‘normal’ hay ‘abnormal’ duoc xac dinh bang cach do
khoang cach tir diém do toi khong gian con tim dugc hoic bét ky diém dir liéu nam xa khong
gian con binh thudng déu co thé xem la bét thuong. Sau day 1a cong thic tinh todn khoang céch
tir diém dit liéu y dén khong gian con binh thudng dwoc tao bai chiéu k [7]:

Iy (I=Vix. Vi) I 2

Trong cdng thire nay, v 1a diém di liéu (hoic véc to), Vi la ma tran duoc tao boi cac véc
to k chinh dau tién (k nhé hon n trong d6 n 1a s chiéu dix liéu goc) va V1 1a phién ban nghich
dao cua ma tran Vyx. | 1d ma tran don vi. Khoang cach nay duoc dit tén 12 Sai s6 dy doan toan
phuong (Squared Prediction Error -SPE). Véi SPE mdi diém dit liéu duoc tinh toan va quy
luat dé xur ly bét ctr diém dit liéu ndo 1a bat thuong néu SPE cuaa né 16n hon ngudng. C6 nhiéu
céch dé dinh nghia ngudng bt thuong trong tinh hudng nay, diéu don gian nhat 1a chon mot
diém gié tri 1on tur tit ca gia trj SPE. Gia st ta chon diém 99.99 cua SPE khi 1a mot ngudng
nhu vy diém dir liéu ndo ¢ SPE Ién hon 99.99% SPE (ngudng) s& duoc xem 1 bat thuong.
Theo nghia den, m6t diém bét thudng cach xa khong gian binh thudng hon 99.99% cac diém
dir liéu khac. Hinh 4 1a minh hoa SPE trén tap dir liéu 2 chiéu noi khong gian binh thuong
duoc tao bai mot vée to Sd va khong gian bat thuong dugc thuc hién bai cc véc to khac Sa
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Hinh 4. Tach biét cac diém dir liéu bt thuong bang cach tinh khoang cach SPE [7]

Hinh 4 sau khi 4p dung PCA ta chon toa 6 méi Sd va Sa , hau hét ching ta thiy nhu mot
duong thang, truc quan, mot diém dir liéu xa Sd (chang han diém A) cho thay su tuong quan
bat thuong, va nhu vy nd dién ta su bat thuong, nguoc lai diém B nim xa cac diém khéc
nhung né nam trén tryc Sd nén binh thudng.

3. PHUONG PHAP PHAT HIEN BAT THUONG DUA TREN ELK VA PCA

Phat hién bat thuong ngay cang duoc tng dung nhiéu trong viéc phat hién xam nhap, tan
cong hé théng mang. Trong d6, cac thuat toan phan 16p thuong duoc sir dung nham xay dung
cac md hinh phat hién xam nhap trai phép, dé du doan va phat hién céc tin cong méi khi co
bat thuong xay ra. Tuy nhién, trong bai b4o ndy nhom tac gia thuc hién bai toan phat hién bat
thudng bang phuong phap may hoc dya trén mé hinh dudi day:
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Hinh 5. Md hinh tong quét phét hién bat thuong

May chu ELK s€ thu thap va xr ly dit lieu tir log cua may chu Mail postfix, sau do
ap dung thuat toan PCA dé phat hién nhirng diém bat thuong trong log (Hinh 5).

1. Phan tich log 2. Tao Vecto dic

trumg
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Log file l
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3. PCA -Phat hién
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bat thuong

Hinh 6. M6 hinh thyc nghiém phét hién bat thuong

Bai toan phat hién bat thuong bang phuong phap hoc khong giam sat va may hoc dua
trén 4 budc co ban: bude dau tién 14 thu thap va phan tich di liéu, tiép theo tao véc to dic
trung lya chon cac truong co thudc tinh quan trong nhu cac chuong trinh, giao thuc, khoang
thoi gian... Nhitng thudc tinh quan trong sau dé dugc lya chon dya trén bo céng cu Elastic
Stack va sau d6 sir dung ngon ngir R 4p dung phuong phap giam chiéu va thuat toan PCA dé
phat hién bat thuong va cudi cung 1a hinh anh héa dix liéu bat thuong (Hinh 6).

3.1. Thu thap va phéan tich log mail Postfix — Logstash

Logstash la mot céng cu thu thap di liéu nguén mo voi khd nang xur ly chudi sy kién
(pipeline) dir liéu theo thoi gian thyc. Logstash co thé tu dong thu thap/tiép nhan dir liéu tir cac
nguon khéc nhau va chuan hoa dix liéu thanh cac diém dén ma ban chon. Chudi sy kién (pipeline)
Logstash c6 03 giai doan: dau vao, bo loc va dau ra, 03 giai doan nay xac dinh cach dir liéu dau
vao, xtr Iy va dau ra [8]. Hinh 7 12 hinh anh don gian vé chudi xir ly su kién Logstash.

N e Tyre—
B -
Dir li¢u Elasticsearch

Hinh 7. Chudi xir ly su kién Logstach véi 3 giai doan: dau vao, bo loc va dau ra

97



Vi Pie Thinh, Trén Thj Bich Van

Chudi xir Iy sy kién logstash gém 3 giai doan, viéc cAu hinh logstash ciing twong tng véi
03 thanh phan chinh 1a: diu vao, bo loc va dau ra, mi dong log cua logstash tat ca dwoc luu trit
duéi dinh dang JSON (JavaScript Object Notation) , mdi thanh phan cé thé hoat dong trong cac
phan bé tro (plugin) khac nhau. Cac plugin s& xac dinh cach xir Iy dit liéu trong timg giai doan
(noi dit liéu duoc thu thap, noi dir liéu dugc luu trir sau khi xir ly, cach dir liéu dugc xir 1y ...).

Nham muc dich danh gia phuong phap phat hién bat thuong, tac gia dwa vao tap dit lidu
thu thap duoc tir logmail Postfix. Tap di liéu log la bao gom cac thudc tinh tir cac goi tin két
ndi dén hé théng nhu: thoi gian, smtpd, sasl_method, sasl_username, gmgr, cleanup,
saslauthd... Bang céch sir dung Logstash dé phan tich va xay dung cau tric log. Logstash thuc
hién cong viéc phan tich ci phap tir log mail gom 03 giai doan: input, filter va ouput véi cac
plugin phtu hgp. Do m6 hinh thyc nghiém cai dat Logstash va Elasticsearch trén cung mét may
chu, nén thiét 1ap dau ra cua Logstash thong qua localhost dé két ndi véi Elasticsearch. Hinh
8 cho thay két qua, c6 777.509 hits duoc phan tich trong Elasticsearch.

E B oscoer

_ maillog-2022.01.01 777,509 hits
° Dec 12, 2021 (@ 05:16:12.938 - Jan 11, 2022 @ 05:16:12.938 Auto

aaaaaaaaaaaaaa

|||||

Hinh 8. Phan tich log trong Elasticsearch

3.2. Thuc hién tao vector dic trung véi watcher

Alerting con duoc goi la Watcher 12 mét thanh phan canh bao va theo ddi duoc tinh hop
trong Elasticsearch. NG tap hop cac tinh niang quan tri cho phép ban xem céc thay doi hozc bat
thuong trong hé thong. Dé cau hinh mot Watcher, bao gom 05 phan: trigger[9], input[10],
condition[11], transform[12] va actions[13]. Céac hanh dong xac dinh nhitng gi can phai duoc
thuc hién khi diéu kién duoc dap ung, tat ca déu duoc dinh dang JSON nhu sau:

{

triggexr: {.--3%},
input : {---}s
condition: {---3-
transform: {---3%}:
actions: {.---1%

}
Hinh 9. C4c thanh phan Watcher

Trong nghién ctru ngay nhom tac gia sir dung cong cu Watcher dé tao vector dic trung
(vector ty I¢ trang thai) tir dir liéu da duoc phan tich va luu trir trong Elasticsearch cua bo cong
cu ELK vai Index 1a : maillog-2022.01.01. Wacher thuc hién thong qua 5 budc trigger, input,
condition, transform va action. Trong nghién cirtu nay nhém tac gia thuc hién tao vector ma
khéng can c6 budc transform, chon khung thoi gian ¢ day 1a 10 gidy va thuc hién ¢ém sé lan
Xuét hién mdi chwong trinh trong 10 gidy d6. Sau khi c6 két qua cudi ciing thi vector ty 1é trang
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thai s& duoc luu trir trong Index: mail-program-watch-4. Két qua sau khi thuc hién Watcher,
tir 777.509 hit sé€ tao ra 4097 vector dac trung va luu trir trong Elasticsearch.

Hinh 10. Watcher tao vector dac trung trong Index mail-program-vector-4

3.3. Chwong trinh R va giai thuat PCA

Tai budc nay, thuc hién ap dung PCA trén tap hop céac véc to dac trung trong chuong
trinh R. Sir dung thu vién c6 tén elastic trong R dé doc cac véc to tir Elasticsearch. Sau do6 ap
dung mét phép chuyén ddi don gian cho véc to sao cho tong trung binh cong bang 0, rdi st
dung PCA Ién ching bang c4ch sir dung ham prcomp. Thuat toan PCA s& trich chon ra céc
véc to dac trung ti€u biéu trong 4097 véc to dac trung. Sau do, R sé& tao mot Index gém cac
véc to dic trung phat hién bat thuong va luu trit trong Elasticsearh, tac gia dat trén index 1a
maillog-anomaly-all-1s .

R Untitled - R Editor =5 .
&

vector_pca = prcomp(scaled_vectors, scale. = T):

Hinh 11. Chuong trinh R va ap dung PCA

vector_pca

Variances

Hinh 12. Phuong sai cua 10 thanh phan ddu tién duoc tao tir vector dic trung mail log.
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Sau do, thyc hién iy cac thanh phan chinh dau tién c6 tong phuong sai 16n hon 95%
(> 95%) va thyc hién phat hién bat thuong tir nhitng véc to d6. Hinh 13 la do Iéch chuan va
phuong sai ctua cic thanh phan dau tién.

Standard deviations:

1 PC2 PC3 PCa PCS PCE PCT PCB L3 PC1D P11 PC12 PCl13
198545989 1.3367218 1.1965104 1.0717512 0.9571805 0.5808318 09103724 08800678 O0.7580121 05511216 0.3792662 0.2548485 0.1475455
Varianoes:

0.3032466 0.1101259 0.0833577 0L07TG4899 0.0740023 0.0637521 0.0595784 0.0441936 0.0233642 0.0110648 0.0066873 0.0016837 0.0016837
Curmulative Porportion:

0.3032466 0.4406947 05508206 0U6391784 0.7156683 0.7TBI6707 0.8534228 0.9130012 09571599 0.5805641 0.991628% 0.5983163 1.0000000

Hinh 13. B¢ léch chuan cua cac thanh phan dau tién

Thanh phan chinh dau tién 1a 30,32% phuong sai, hai thanh phan dau tién 1a 44,06%
phuong sai va ba thanh phan dau tién 1a 55,08% phuong sai, bon thanh phan dau tién 12 63,91%
phuong sai, nim thanh phan dau tién 14 71,56% phuong sai, sau thanh phan dau tién 12 78,96%
phuong sai, bay thanh phan dau tién 1a 85,34% phuong sai, tim thanh phan dau tién 91.57%
phuong sai, chin thanh phan déu tién 1 95,71% phuong sai 16n hon 95% va tiép tuc..

Téc gia dat ra cac thanh phan duoc chon it nhit 95% cua phuong sai dir lidu, vi thé 9
thanh phan dau tién duoc chon, hanh dong nay ciing c6 nghia 1a dit liéu d dugc giam so voi
dir liéu gbc. Sau khi cé nhitng chiéu chinh, s& thuc hién &nh xa tir dit liéu géc vao cac chiéu
méi, phét hién cac gia tri ngoai 18, cac diém di liéu ndm xa céc chiéu dit liéu chinh. Sau do,
chon 99,99 1am gi4 tri ngudng, néu bat ky véc to nao c6 sai sé thiét 1ap (reconstruction error)
cao hon ngudng nay dugc xem la bat thuong hoac ngoai 18

3.4. Truc quan héa dir liéu bat thwong

Dé tric quan héa dit lidu bat thuong, tac gia thuc hién tao anh xa Index maillog-anomaly-
all-Is vai Kibana cua bo cong cu ELK dé truc quan hda qua trinh bat thuong.

Mail_TrucQuanHoa (3 @

100 @ dbus

® NetworkManager
@ postfix/cleanup
@ postfix/local

@ postfix/pickup

Count

® postfix/gmar

@ postfix/trivial-rew...

) @ com.redhat.imsett...
com.redhat.imsett...

@ com.redhat.imsett...

® com.redhat.imsett...

@ gnome-session-bi...

@ gnome-session: g...

@ polkitd

key_as_string: Descending @ postfix/master

P SRV R S S od 0

Hinh 14. Biéu do tryc quan hda phat hién ngudng bat thudng
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4. KET QUA VA THAO LUAN
4.1. Két qua thuc nghigm

Bai bao da trinh bay mét phuong phap phat hién bat thuong trong hé thong mail dua trén
tap dir liéu log mail. Hinh 15 cho thay cc vector bat thuong xay ra vao ldc 16:10:40 ngay 1
thang 1 nam 2022, khi so sanh két qua vai tinh trang cua hé théng mail thi vao thoi diém trén
méy chii mail Postfix nhan mot lugng mail 16n. Bong thoi, hé théng ciing guri canh bao vé
Telegram tai cung thoi diém voi phat hién vector bat thuong (hinh 16). Qua d6 da du doan
dugc nguyén nhan hé thong mail hoat dong cham 1a do s6 lwong thu ting dot bién anh huong
dén hé théng. Két qua trén ciing chinh 1a mot giai phap phét hién va du doan tin cdng cac phan
mém cua hé thdng ma tac gia dang huéng t6i trong nhiing nghién ciu tiép theo.

test
6members

! frequancyrulewemom
frequency rule over 100!

00 events occurred betwe

922-01-01 16:08 +07 and 2022-81-81 16:09 +87

fitinestanp: 2022-01-01709:09:45.2707
@version: 1

_id: FnPaFH4ByYEWB36YSFpS

_index: maillog-2022.81.61

_typer _doc

beat: {

"hostname": "localhost. localdomain”,
qe": "lecalhost.localdomain”,

"versToMamlE 8,16
}
host: {
"architecture”: "xB6_64",
"containerized”: false,
"id": "addTcec3abSd46F295165ebf1531791",
"name”: "server.elk.vn",
"0s™: {
"codename”: "Core”,
“family": "rednat”,
"name”: "Cent0S Linux",
"platforn”: "centos”,
"version”: "7 (Core)"
}
}
input: {
"type": "log"

}
log: {
"File": {
"path": " /var/log/maillog"
}
}

mainpart: A47AB219963A:

~cserverfielk.vny, relay=loca], daluco-fimdek . ; Leliyered to maildir)
TOTTT IR Local[59452] : AMTAB219963A: to=<serverflelk.vn, relay=local, delay-0.04, delays=B.03/0/070; ToM=tmdvdymstatus=sent (delivered to maildir)

pef Ratches: 2
offset: 33829065

pid: 53452

progran: postfix/local
prospector: {
"type”: "log"

server: localhost
° | e fvar/log/naillog
s |
"heats_input_codec_plain applied”,
" dateparsefailure”

Hinh 15. Hinh anh vé thoi diém xay ra bat thuong
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local, dela

num_hi
num_na

¢_plain_spplied", |

Hinh 16. Hinh anh hé thng giri canh béao vé Telegram
4.2. So sanh két qua bai toan véi hoc may Elastic (Elastic Machine Learning)

O trong phan nay, nhom tac gia thuc hién so sanh két qua gita bai todn phat hién bat
thuong da trinh bay & trén véi hoc may Elastic dugc sir dung trong b6 céng cu ELK Stack. .
Hoc may trong Elastic 1a phuong phap hoc khong giam sat. Vi mot tap dir liéu chudi thoi
gian va mot hogc nhiéu bien duoc theo ddi, n6 ¢6 the phat hién cac diém bat thwong trong tap
dit liéu do. Bo qua dinh nghia cac quy tac (rules), chi x4c dinh ngudng hogdc xay dung md hinh
thong ké theo cach thu cong. Chi can mo ta dir liéu quan tdm can phan tich va nhiing thudc
tinh khac c6 anh huéng dén né (méy chu, dia chi IP, tén nguoi ding...). M6 hinh bat dau tur
mdt dudng co sé (baselining) nhimg gi 1a binh thudng, vi vy né c6 thé phat hién nhiing gi la
khéng binh thuong. Hoc may trong Elastic cung cip 04 tlly chon cho viéc phat hién bat thuong:
Single-metric, Multi-metric, Advanced, Population [14] .

AR -

© © © © 0

Time range Pick fields Job detalls Validation Summary

- Newjob from index pattern mail-program-vector-4

Job D Bucket span Enable model plot Start
Job deseription Influencers Use dedicated index End

Groups Model memory limit

Hinh 17. Phét hién bét thuong trong may hoc Elastic

Véi Index maillog-anomaly-all-Is, sir dung Single-metric job trong Elastic Machine
Learning dé phat hién bat thuong. Két qua cho thay giai phap phat hién bt thuong, du bao tan
cong dugc dé xuat co két qua gidng vai két qua phét hién bat thuong trong may hoc Elastic
cua ELK Stack. Qua phan tich cac két qua thuc nghiém da khing dinh duoc tinh dung dan cua
giai phap duoc dé xuat trong nghién cau nay véi cac hé thong trén thuc té.
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ABSTRACT
ANOMALY DETECTION METHOD FOR NETWORK ATTACK WARNING

Vu Duc Thinh*, Tran Thi Bich Van
Ho Chi Minh City University of Food Industry
*Email: thinhvd@cntp.edu.vn

In this study, the authors propose an anomaly detection method to warn of network

attacks by using the Elastic Stack toolkit to collect and analyze log data of applications; then
apply machine learning and PCA algorithm to detect behaviors, signs, anomalies in log data,
thereby predicting user actions on applications that are attacks, invasions unauthorized entry
or normal access; also compare the warning results of the proposed method with the Elastic
machine learning technique being used in the Elastic Stack toolkit.

Keywords: Anomaly Detection, PCA, attack.
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